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“Both Intel and Microsoft closed down large sections of their email networks on Thursday in an effort to control a new, hostile Internet worm that may be more dangerous than the Mellisa virus.  The worm, known as W32/ExploreZip.worm, infects the systems of Microsoft Windows users.  It travels via email and deletes Microsoft Word, Excel, and PowerPoint files, as well as files with the extensions.  “Mellissa had a harmless payload but a high proliferation,” said Jeff Platon, vice president of sales for McAfee.com.  “This has the ability to do very serious damage in terms of payload because it is an automatic email reply from an apparent trusted source (Email Worm, 2000).”

“For the second time in as many months, a Canadian e-commerce company has reported a security breach to its customer credit card accounts.  The breach involved as many as 1,300 customer accounts belonging to Internet service provider idirect.com owned by Look Communications Inc., a Vancouver-based cable and internet company.  Personal information on credit card numbers and users’ passwords were accessible on the Internet.  Said Davis, an online security specialist based in Ottawa who became aware of the problem on Monday (Greenwood, 2000).”

Today’s business information systems are encountering unprecedented changes.  Businesses are increasingly using the Internet to perform functions such as communication and collaboration, electronic commerce, interactive marketing, and strategic alliances.  The Internet enables an open link between business' headquarters and it’s business partners, customers, suppliers, remote offices, and databases.  The online connection between organizations inadvertently exposes valuable information to hackers or any individual in the right position to acquire it.  The protection and security of information in an organization’s information system is essential.  This paper will explore a few of today's most prominent security issues, namely encryption and public keys.  It will also examine Entrust Technologies, and offer a brief description of some of the software security products that they offer.
Security and the Internet

The reason the Internet has grown so rapidly and to such great proportions is because anyone can connect to it, and because anyone connected to it can connect others as well.  That is to say, that any site can become an Internet service provider (ISP) to other sites.  It is because of this, that until recently, all trust had been lost.  Anyone that carried Internet traffic could monitor or interfere with that traffic as they wished.  If this isn't enough to raise concern, consider the fact that major Internet routing hosts and service providers can, and are penetrated, and tampered with, by outside parties.  Attackers have been known to penetrate ISP's and install monitoring software that collects everything from passwords to credit card numbers.

How to protect yourself

There are three main categories of controls:

· Information system controls

· Procedural controls

· Facility controls

Information system controls consist of input, processing, output and storage controls, which essentially monitor and maintain data as it flows through a system.  

Procedural controls are rules or methods that specify how a system is to be protected and run, in order to maintain its complete protection.  They consist mainly of documents that contain processes for everything from correct day to day operations, to disaster recovery plans.  

The last category of controls, are facility controls.  Facility controls are a hot topic in today's business and tech world, because they deal with the direct "physical" protection of data.  As we have seen in the above example, even the largest most advanced organizations are susceptible to data infringement.  Everyone from a large company to individual that uses email must soon become aware of the different types of controls available if they want their private information to remain private.  The specific area of facility controls, on which this paper will focus, is encryption.

Characteristics of Secure Data

· Confidentiality

· Authenticity

· Integrity

Take for example a person at one office, sending an email, via the Internet, to one of their other offices in another country.  Assume that the information contained in the email is of a very important nature, and that if read by an outside party, it could be detrimental to entire business.  If the message does go from the writer to the receiver without being read by anyone else, that would mean that it has retained its confidentiality.  If the receiver can be sure that the message they are reading is from the source indicated, then it has retained its authenticity.  Finally, if the message travels from sender to receiver, without having been changed or tampered with in any way, then it is said to have retained its integrity.  One method used to ensure that all of these characteristics are kept is through encryption.

How Encryption Works
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There are three main components to the most basic level of encryption.  See Figure 1.1.  The first is the original message or data.  It can be in any form, paper letter, email, web page, image, video, or any other type of data made some way in the form of characters.  The second component to encrypting data is the key.  The key is the element that contains the equation or way in which the message will be changed so that it is rendered illegible.  The basic purpose of the key is that only the people in possession of that exact key are capable of decoding the message.  History has taught us that this is not always possible, otherwise we would still be using the same methods of encryption that were used hundreds of years ago.  The practice of figuring out keys is called "hacking".  The third component of encryption is the finished encrypted message.  At this point if anyone that did not have the key, were to intercept the message it would appear as gibberish.  To create your own messages, keys, and view encrypted result, go to: http://gauss.ececs.uc.edu/Users/Franco/Encrypt/A.html.
It is the key, and subsequently the encrypted message, that has over the years evolved to overcome the constant improvements in hacking technology.  With the constant breakthroughs in technology, namely processing speed, this became increasingly difficult.  However, it is now believed that encryption has reached a point where the cost an time required to break codes, now greatly outweighs the benefits.  In many cases, it has even made it impossible.

Without getting into the mathematics behind the different types of encryption, one can still understand the power of today's methods.  Most servers and browsers do encryption ranging from a 40-bit secret key to a 128-bit secret key ("Internet Explorer 5.5" does a 128-bit encryption).  A 40-bit secret key has actually been broken, but it was done by a French researcher using a network or fast computer stations, and it took over a week.  However, using that same method it is estimated that "It would take significantly longer than the age of the universe to crack a 128-bit key (How Secure, 2000)."  See Figure 1.2.  Even if the speed of computers were 1 million times faster than they are today, it would still take 6 thousand trillion years to break the 128-bit code.
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A Brief History of Public Key Encryption

Understandably, and for some a source of great concern, cryptography has until recently, been the province mainly of governments.  For obvious reasons, governments have great reason to keep much of their information secret, and it is for that reason that they have been at the forefront of encryption development.  One of the main problems that has been overcome in recent years, is how to distribute the key.  In the past if a government wanted to send information radio signal, letter, etc. they not only had to encrypt the message, but somehow send the user the key to deciphering it.  Simple enough right.  Give a secret agent a briefcase and a set of handcuffs, and send him by plane to deliver it.  Then all subsequent messages could be sent using that key.  In today's every growing technological society, where thousands of secure transactions are processed every day, this just wouldn't be possible.

In 1969 and 1970 two scientists working entirely independently, made the scientific breakthrough that would solve the problem of secret key distribution.  During the cold war a cryptographer named James H. Ellis, who was working for the British government, came up with the answer.  Unfortunately he published his discovery internally and it was kept secret until only just recently.  However, at the same time a graduate student attending Stanford University in Florida named Whitfield Diffie, came up with his own version of the solution.  Unlike Ellis, Diffie had published his findings by 1975 because he was worried that the U.S. government would classify and suppress his discovery.

Public Key Encryption
The way that Ellis and Diffie revolutionized key distribution was by breaking the key into two parts.  The public key and the private key.

Step 1:
Create the key. 

· Public key: which is distributed to those with whom one wishes to communicate.

· Private key: which only you can use.

Step 2:
Encrypt the data using the intended receivers public key.

Step 3:
Message transfer.  If the message is intercepted, it is illegible and cannot be deciphered.

Step 4:
Receiver gets the data, and then the software uses the recipients private key to verify that his or her own public key was the one use for encryption.

Step 5:
Software uses the recipient's private key to unlock the unique encryption scheme.  If the public key and private key are not an exact match, the data cannot be deciphered.
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Using Figure 1.3 as an example, Alice is sending an important email to Bob.  The first action that must take place is for Bob to have sent Alice his public key.  Next, Alice writes the message (PAY JOE $675) and then encrypts it using Bob's public key.  The message is sent and if it goes directly to Bob, he can then use his, and only his private key to verify that the correct public key was used.  Finally, his private key is used to decipher the message.  

In another scenario, the message is encrypted properly by Alice however; it is intercepted by a Hacker working for Joe.  The hacker somehow has a way of cracking Bob's public key and is able to read, and change the original message.  The problem for the Hacker is that he does not have Bob's public key, and therefore cannot encrypt the message properly.  If he does send the message, it will appear as gibberish, when Bob goes to read it.

Entrust Technologies

Entrust Technologies Inc., was one of the first security organisations to target the market of public key infrastructure.  By offering managed security solutions including encryption, authentication, and digital certificate management Entrust leads the way in building a market for trusted e-business solutions.  Through twenty years of experience and industry leading expertise this Texas based company has become the ideal for digital security technology.

Entrust was established in 1994 as the Secure Networks group at Nortel Networks.  After four years it had listed on the Nasdaq National market under its own symbol, “ENTU”.  Today the company is the global leader in providing trusted solutions for business-to-business, business-to-consumer and enterprise e-business markets.  According to a report conducted by IDC, Entrust leads the way with a “46% share of the public key infrastructure product market , and 35% of the total public key infrastructure market (entrust.com/portfolio)."

Entrusts overall objective is to offer “solutions and services built on a comprehensive, end-to-end public key infrastructure framework designed to assure the security of electronic transactions and communications over intranets, extranets, the Internet and wireless devices like pagers and cell phones.”(entrust.com/advantage) With some of the most sensitive information sitting on desktop and laptop computers all over the world, companies are realising the need for electronic security.  Entrust believes that using their public key infrastructure technology ensures transactions between partners, branch offices, employees and clients to occur with minimal security risks.

Entrust Technologies Inc.’s ability to allow corporations to accelerate the deployment of the latest Internet-based systems and services began in January of 1999 with the introduction of Entrust Worldwide.  Entrust Worldwide enabled the widespread use of public key infrastructure networking.

The main cause of Entrust’s almost instant success as a leading security company is its many alliances with Internet and wireless product manufacturing enterprises.  These partnerships allow the end users of the products to gain competitive advantages over competition in areas such as time and cost reductions, when compared to their previously used systems.  Entrust also provides customers with free downloading of their latest products such as their Entrust/ Toolkit which is provided direct from the companies website at http://developer.entrust.com.  In addition Entrust’s partnering companies such as Covalent Technologies Inc., are provided their customers of Raven SSL software with such benefits as coupons for a year free of Entrust.net.

Entrust has signed agreements with companies such as the COMPAQ Computer Corporation.  This collaboration, which first commenced in February of 1999, provides customers of COMPAQ with public key infrastructure training as well as alternative security solutions.  The resulting products will aid the end user organisations in implementing and maintaining communications with business relations, employees and customers.  Another major alliance was the joint agreement between Entrust and the Lotus Development Corporation to develop security extensions for Lotus Notes and Lotus Domino.  Through the use of Entrust’s public key infrastructure software Lotus users are now able to “automatically and transparently encrypt and digitally sign their electronic communications (yahoo.marketguide)."

One of the issues facing Entrust as a company is maintaining good communication channels with their customers.  What is the use of having the best solutions to a business's security problems if the user cannot implement or properly manage the technology?  Unmanaged public key infrastructure products are costly and hard to use, they involve the users to “manually generate keys, manually renew keys, and understand how certificates work (entrust.com/products)."   To answer this challenge of keeping the customer up to date Entrust began by providing training to their partnering companies, such as the affiliation with COMPAQ.  In June of 1999 they extended this service by joining with Netrex Secure Solutions, “the largest independently owned security integration firm (yahoo.marketguide)." This combination of companies resulted in complete public key infrastructure consulting on every aspect from design to management.  To top off their extensive list of help guides Entrust developed Entrust@YourSerice, a managed service which allows users to outsource all the essentials that are related to installing, operating and maintaining a public key infrastructure.  Entrust@YourService is designated a managed service because it provides reliable, continuous technology at your fingertips.

Entrust’s wide variety of security solutions have been adopted by the governments of Spain, Singapore, and Canada as well as a number of the United States official agencies.  Entrust’s public key infrastructure technology provides secure communications and transactions between government departments and public sector organisations.  In September of 1999 Entrust received approval from the United States Government to export its complete portfolio of public key infrastructure solutions and developer kits to forty-three countries.  This authorisation allows for countries around the world to participate in e-commerce activities, and “represents the broadest export approval ever granted to a United States based firm under current policy.” (yahoo.marketguide) The Canadian Government has taken full advantage of Entrusts’ exported products, which has allowed us to gloat over millions of dollars in savings.  Like most governments Canada is concerned about its network security.  Government daily operations demand, “ secure electronic commerce and information exchange (entrust.com/success)." By incorporating Entrusts’ public key infrastructure we can now “secure local files and network communications for electronic mail, electronic forms, electronic data interchange (EDI), database access, the Web, and many other applications (entrust.com/success).” In implementing this technology we not only improved network security but also cut back on paper-based transactions which results in allocation of the much needed funds.  “Entrust ensures the Government of Canada will be a leader in secure information technology (entrust.com/success).”

Entrusts’ many security solutions have been recognised and praised on a level of their own, yet Entrust the company has also received its share of acknowledgement.  In May of 1999 the world leader in the Internet digital certificate marketplace announced Entrust Technologies Inc., “As the first commercial Certification Authority (CA) to join its Chained Certificate Authority program (yahoo.marketguide).” This Chained Certificate Authority program provides organisations with widely trusted Web and e-mail security. (yahoo.marketguide) In September of the same year Entrust showcased its industry leading digital signature technology in signing an agreement with Japan’s largest security company, Secom Co. Ltd.  The public digital signing by the two private-sector parties is the first ever in e-business history.

The future of Entrust Technologies Inc, is best represented in a quote from the organisation itself.  “Businesses that treat information security as an empowering process, can realise real benefits and leapfrog its competition because it can employ new ways of doing business that reap cost savings never before possible (yahoo.marketguide).”

Entrust Products

The world of the Internet, Intranets, and extranets brings up many discussions from technicalities to hardware or software to morality.  In this section of the paper, we are discussing the software that makes it possible for us to live along with computers and the World Wide Web both efficiently and safe.  This would be the security products created by Entrust.  They have many products that range from the web and wireless applications to securing trust for a successful e-business and their SAP/R3 system.  These products that Entrust focuses on are used by organisations to provide solutions for Business to Business, Business to Customer, Enterprise, Financial Services, Government, Healthcare, Pharmaceutical transactions.

There are five security requirements.  Organisations must consider their specific business objectives and the importance of the following five security requirements for web commerce:

Confidentiality - unauthorised people must not be able to access sensitive information. For example, no one should be able to view your credit card number while it is being transmitted to a Web shopping site.

Integrity - data must not be altered or compromised by unauthorised manipulation.  For example, no one should be able to turn an order for $100M into a $1B order.

Authentication - the identity of the both the sender and receiver of data must be verified.  For example, how does your bank know it is you trying to access your online account?  How do you know you are really accessing your bank's Web site, and not an impostor?

Non-repudiation - the sender of a transmission must not be able to deny (or repudiate) the transmission.  For example, the person who authorised the $100M purchase order must be unable to credibly deny placing the purchase order.

Access control - only authorised users can access, view or modify certain data. For example, a Web based corporate HR system should only allow specific individuals to access, view and change employee salary data.

Entrust has developed a number of products to provide solutions to these security requirements.  They are Entrust/DirectTM, Entrust/TruePassTMWeb , Entrust/.netTM Server Certificates, getAccessTM, Entrust/UnityTM, and Entrust/WebConnectorTM.  Entrust/DirectTM is a product for business to business and enterprise applications.  Where face-to-face contact was needed to ensure authentication and confidentiality, this product is a flexible web security product that allows organisations to exchange confidential information via the web.  Entrust/TruePassTM  is used for online communication between businesses and customers and suppliers.  It also provides a provable record of transactions, data protection and privacy capabilities.   This product does not require customer installation or configuration. Entrust.netTM Server Certificates includes three products: Web Server Certificates, WAP Server Certificates and Certificate Management Tool.  Web Server Certificates use the SSL protocol for secure business transactions.  WAP Server Certificates could be viewed as electronic passports. They provide uniqueness to people and resources over telecommunication networks.  Certificate Management Tool renews certificates automatically before expiration. GetAccessTM  recognises each customer at logon time creating customer specific menus that provide controlled access to specific services. Entrust/UnityTM ties together Microsoft and Netscape browser and e-mail users to utilise Entrusts managed PKI for secure browsing, e-mail and code singing. Entrust/WebConnectorTM  is optional part of  Entrust/PKI 4.0.  This product is used to provide Web certificates to Web browsers and servers.

When dealing with e-mail, Entrust offers an array of products that make e-mailing an effective and safe form of communication for all transactions and contracts.  First on their list is a product called Entrust/ExpressTM .  This package presents e-mail security values which increases the number of people you can communicate with by using open standard that make it compatible with many systems like Microsoft Outlook, Eudora and many other industry standards.  It also has a very simplistic approach that is useable by customers with any level of security knowledge.  It hosts a certificate checking system that verifies the status of certificates while sending and receiving messages.  It only lets you accept messages from certificates that are genuine.  Also, administrators are able to automatically enforce trust decisions instead of users having to manually trust and import certificates for every person they contact via e-mail.  This is another factor that makes using Entrust products so easy.  As you type in a name in the 'To:' field on your desktop, the program searches for the recipients' certificate and verifies it automatically as you are composing your email.  Express requires passwords unlike other e-mail security packages, which intensifies its message integrity and high access control.  This package offers automatic certificate and key updating strengthening your security system.  And even if you corrupt or loose your key, you can still access encrypted email.  While all this is going on in your system, your e-mail interface is not affected at all and you use your current setup with out even knowing that you are running security measures.  Entrust/UnityTM and Entrust/WebConnectorTM are also used for e-mail security.

Well, with all these functions and programs and packages, its all not worth very much if you don't have security at the home base, your desktop.  But there is a way to avoid a much unwanted break-in to your computer at home and at the office.  Yes, Entrust has it covered with four products to safeguard your desktop and most critical files from your best friends and co-workers.  Entrust/EntellegenceTM  offers a one-time log in where you pass a security test before you can enter your computer at all and that security test, whether you pass it or not, is used for all applications that you will use on your computer.  You do not sign on your computer and then pass security levels for each function you will try to perform.  The program is also an encryption, digital signature, certificate, and key manager.  Another product available is Entrust/ICETM .  This program run under all other applications to protect folders that users identify.  Like many of the other programs, this one uses Entrust's Managed PKI by backing up all encryption information, keys used to encrypt and if you a user looses or destructs their access keys, they can always retrieve data based on security policies of the organisation.  This program is especially useful to those wanting to secure important information on large systems, workstations, laptops, or network drives.  Anther product with many of the same features is Entrust/SignOnTM .  And finally, for the non-commercial user, there is a new product obtainable from Entrust.  For only PC, users can now purchase an enterprise-strong encryption software that provides data encryption, digital signature and data compression for their personal computer.  It is called Entrust/SoloTM .  It protects all your important files not letting anyone read them, not even the user until decrypted.  It is very handy for those with laptops or anyone who transfers restricted information.  It has all the simplicity of the other programs and uses a scaled down version of the Entrust/PKITM as well as a couple of other features.  One being the Secure Delete, where existing files are deleted as the secured ones (the same files but now protected) are being created.  There is also the Logoff-Timer where you are signed out of Entrust/SoloTM  after a certain amount of time that you don't use the computer.  You are then required to log back on if you wish to continue your work.  This doesn't give others time to use your computer if you go off to use a phone or take a break that ends up being longer than you expected and create documents using your digital signature, keys, or certificates.

Then there is the protection and security Public Key Infrastructure, and software to accompany it.  With all the inclusions of keys and certificates and their connection to programs, we see the beginning of keys and certificates and how they are created, why they are created, and where they are created in this wonderful security package, Entrust/PKI TM .  It is the total basis and foundation of trust for e-business and other applications.  Mostly, every product is based on PKI software in some form.  It either has the actual program built into the package or it has a version of the program in a different form.  There are two major products that Entrust produces for this section of security.  Entrust/PKITM  along with Entrust/PKI TM for WAP (wireless application protocol) Certificates are the two products that define Entrust as the world's leading security company. Entrust/PKITM  program allows the encryption, digital signing, and authentication of electronic transactions in all applications.  It is super easy to use and is designed for someone who knows nothing about security.  Entrust/PKITM  provides the following capabilities:

1.    Certification Authority (CA)

2.    Registration Authority (RA)

3.    Key and Certificate Management

4.    Key Backup and Recovery

5.    Revocation System

6.    Notarisation

7.    User Mobility

8.    PKI Networking

9.    Policy Management

10.  Scalability

11. Interoperability

It is a key and certificate manager where the keys and certificates are renewed automatically without the administrators or users having to do it.  Other companies manufacture security software that demands the user to create keys themselves, renew their own keys, and have an understanding of how certificates are created and how they work so that they can create and renew their own certificates.  This vast amount of knowledge needed to actually do these procedures is so great that the amount of training needed is extremely high.  It would be very difficult to find people with this amount of knowledge, and when businesses did, it would cost them all their profits and more to employ them.  Not to mention, the cost of having a help desk setup or some kind of technical support within the company to work through all the problems that would arise each day.  So for the organisation who needs to manage a secure business on a budget, Entrust/PKITM  is the way to go.

Entrust/PKI TM for WAP Certificates is designed for portable machines.  It creates wireless certificates and other digital certificates wirelessly for end-to-end security with heavy encryption.  It runs on all the same principals as the regular PKI system but it has the wireless option attached.

If you are a company that thrives on networks, you may want to consider Entrusts resolution to some possible security breeches.  They have two products that fall into the VPN category.  VPN, Virtual Private Network Technology.  It is security for many applications.  Working with Entrust/PKI TM for WAP Certificates, it makes it possible for remote users to access your internal networks.

It is quite clear that in our, and many of the world's societies, there has been a great surge in the direction of technological evolution.  That is to say, technology and the microchip, has begun to shape our entire societies makeup, and the way it functions.  From a person's day to day life, to the biggest corporations operations, the transfer of secure data has become a primary concern.  With the advent of the digital communications networks and the Internet, this prospect became increasingly difficult.  However, recent solutions brought forth have giving data a new level of security.  At least for the time being. 
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